— O/M I E I 440000, r. Men3a yn. Cysoposa, 92

OTueT 110 ycayre « AHanu3 6e30MacHOCTH calTa»
[TpoBepsieMbIi CalT; *****



1.BBeaneHue

[laHHBIM OTUET BK/TIOUaeT B cebst MH(POPMAL[HIO 110 aHam3y 6e301acHOCTHU caiTa, B paMKaX yCayTru Obiio
BBITIOJIHEHO CJleflytoliiee:

orpe/ieJieHUe BepCUU JIBU)KKA caliTa /1/is Ja/ibHelIIero ornpeseneHusi BOSMOXKHBIX YSI3BUMOCTel;

CpaBHeHMe TeKyIUX BepCUM paclIMPeHUH JBI)KKA CalTa C aKTya/lbHbIMU BEPCUSIMU ITUX JKe
pacIlvpeHN;

aHa;mm3 paboThI 11ab/ioHa caiTa;
MPOBepKa CKPUIITOB CaiiTa Ha Ha/lMuKe PacrpoCTPaHEHHOTO BPEJOHOCHOTO KO/Ia;

COCTaBJ/ieHHe pEKOMEH,E[aL[I/Iﬁ Mo yCTpAdHEHUIO BPE€JOHOCHOI'O KOJd C caiita u npeaoTBpdadllieHUI0
ITOBTOPHOTI'O 3dpa’kKeHUs caiita Bp€AOHOCHBIM KO/ZIOM.

TpOBepKa CTOMKOCTH TIapo/IbHOM (hpa3bl

oAroTOBKaA l'IO,Z[pOﬁHOl"O OTUETa I10 MMPpOoBeJEeHHOMY dHAJ/IN3Y;

Knaccudmkaums n Kputepum ysisBumocTel

Kaskziast ys13BUMOCTb MIMeeT CTeleHb PHCKa B 3aBUCHMOCTH OT BO3MO)KHOTO HaHECeHHsI ypoHa BeO-
TIPUJIOXKEHUIO , TIOpoOHasi MHpOpMarLYs Tpe/icTaBeHa B Tab/IuIle HIDKe:

[aHHBINA TUM yS3BUMOCTEN MOKeT BbI3bIBaTh 0TKa3 B pab0TOCIIOCOOHOCTH caiiTa, KpUTUUeCKHe
o1TMOKH, BBITIOJTHEHHE TIPOU3BOILHOTO Kozia(web-shell). TIpy Hamiumy 1ofjoOHBIX yA3BUMOCTEH y
3/I0yMBIIJIEHHUKA eCTh BO3MOYKHOCTh KOMIIPOMETAIIMH BCEX JaHHBIX BeO-pecypca

[IaHHBINA TUM ySI3BUMOCTEH TMpeJCTaB/IsieT BOSMOXXHOCTb 3/I0yMBILLIJIEHHUKY PACKPBITh KPUTHUECKU
Ba)KHbIe JJaHHbIe, KOTOPbIE B [Ja/IbHEHIIIEM MOXKHO HCTIO/b30BaTh /Il KOMIIPOMETAIMH pecypca.

K AAHHOMY THUITY OTHOCATCA OCTa/IbHbIE€ YA3BUMOCTH.




2.00Wwue AaHHble

HasBanue

Bepcus

AKTYa/IbLHOCTDH

MODX Evolution

1.0.10

TpebyeT 0OHOB/IEHUS

Doc Manager 1.1 TpebyeT 0OHOBIIEHUST
easy2 - -

QuickEdit TpebyeT o6HOB/IEHNS
Shopkeeper 0.9.6 TpebyeT 0OHOB/IEHUS

ManagerManager 0.3.9 TpebyeT 0O6HOBIEHUS
Quick Manager+ 1.5.5 TpebyeT 0OHOB/IEHUS
TinyMCE Rich Text Editor 3.5.8 TpebyeT o6HOB/IEHNS
TransAlias 1.5 TpebyeT 0OHOBIEHUST
Search Highlight 1.5 TpebyeT oOHOB/IEHUS

PHx




3.YA3BMMOCTU 6e3 Knaccudunkaumm

1. ObHapy>xeHbI pe3epBHbIe Koruu 0a3 gaHHbIX(B/l) ¢ HEKOHTPOIMPYEMBIM [JOCTYTIOM, HarlpyuMep:

https://*****/assets/backup/06-05-2015-180545.sql

https://*****/assets/backup/06-05-2015-205659.sal

https://*****/assets/backup/16-07-2015-151503.sql

https://*****/assets/backup/24-07-2013-154038.sql

3M0yMBILLIJIEHHUK MOXKeT TMOJIyUrTh AOCTYM K fammy B/I, 3 KOTOporo BIUMC/IUTE KpUTHUECKYI0 BakHytro
VMH(OpMaL1IO, TaKYI0 KaK yueTHbIe 3alvCH a[IMMHUCTPATUBHBIX Mo/b30Bareneii CMS, ip aapeca
roJib30BaTesielt U.T.J. [JaHHas UHQOpMaLYsi MOXKeT UCII0/Ib30BaThCs /1JIS Aa/IbHeMIIIel aTaky.

ﬂﬂﬂ YCTpaHEHHA AaHHOﬁ YA3BUMOCTHU PEKOMEHAYETCSA OrpaHUYUTE JOCTYII K KdTaJIOT'y b0 YAAJIUTb KOITMH
M3 KaTasiora:

Iwww/***¥* \www/htdocs/assets/backup

2. O6Hapy>keHa He3aluiieHHas (hopMa T03BOJISFOLLast 3arPy3UTh BPEJOHOCHBIN KO

https://*****/assets/plugins/tinymce3201/jscripts/tiny mce/plugins/upload/upload.php

3/I0yMBILIIEHHUK MOYKET 3arpy3uTh uepe3 Gopmy Jit000# BpeJOHOCHBIN KoJ, B TOM urciie web-shell, Tem
CaMbIM I10JIy4YHB IOJIHBIM JOCTYN K CAUTy U pecypcaM XOCTHUHTa.

[nst ycTpaHeHus1 HeOOXOAMMO OTPAHUUUTE A0CTYII K hopme. CTOUT OTMETHTh, JJaHHasi (hopMa MPUHAAJIEKUT
OTK/TFOUEHHOMY T1aruHy caiita Tiny Mce(Ha caiiTe HCIIo/b3yeTcsi 60/iee HOBast BEPCHUsI), CTapbIH M/IaruH
COJlep>KaBIIMM YSI3BUMOCTb MOXKHO yAa/IUTh.


file:///home/andrei/%D0%94%D0%BE%D0%BA%D1%83%D0%BC%D0%B5%D0%BD%D1%82%D1%8B/https:%2F%2F*****%2Fassets%2Fbackup%2F06-05-2015-180545.sql
file:///home/andrei/%D0%94%D0%BE%D0%BA%D1%83%D0%BC%D0%B5%D0%BD%D1%82%D1%8B/https:%2F%2F*****%2Fassets%2Fplugins%2Ftinymce3201%2Fjscripts%2Ftiny_mce%2Fplugins%2Fupload%2Fupload.php
file:///home/andrei/%D0%94%D0%BE%D0%BA%D1%83%D0%BC%D0%B5%D0%BD%D1%82%D1%8B/https:%2F%2F*****%2Fassets%2Fbackup%2F24-07-2013-154038.sql
file:///home/andrei/%D0%94%D0%BE%D0%BA%D1%83%D0%BC%D0%B5%D0%BD%D1%82%D1%8B/https:%2F%2F*****%2Fassets%2Fbackup%2F16-07-2015-151503.sql
file:///home/andrei/%D0%94%D0%BE%D0%BA%D1%83%D0%BC%D0%B5%D0%BD%D1%82%D1%8B/https:%2F%2F*****%2Fassets%2Fbackup%2F06-05-2015-205659.sql

4.laHHbIe NO YyA3BMMOCTAM MO CTENEeHN pucka

Vcnonb3yetcs KnaccupurkaLus UCnosb3yroTes Knaccupukarmy “The Common Vulnerability Scoring System
(CVSSv2)”, MITRE(CAPEC) n OWASP.
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JaHHble No ysa3BMMOCTAM




Description

URL
URL
URL
URL
URL
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Solution
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Reference
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URL
URL
URL
URL
URL
URL
URL

URL

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/731 html

http://*****/1041.html
http://*****/assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
http://*****/assets/snippets/shopkeeper/lang/russian-UTF8.js
http://*****/assets/snippets/shopkeeper/js/shopkeeper.js

5

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

At "High" threshold this scanner will not alert on client or server error
responses.

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

https://*****/
https://*****/robots.txt
https://*****/sitemap.xml
https://*****/english.html
https://*****/731 . html
https://*****/40.html
https://*****/about.html

https://*****/help.html



URL
URL
URL
URL
URL
URL
URL
URL
URL
URL
URL
URL
Instances

Solution

Other information

Reference

Description

URL
Attack

Evidence

https://*****/19 . html
https://*****/21 . html
https://*****/4 html
https://*****/65.html
https://*****/23 html
https://*****/25 html
https://*****/27 html
https://*****/261.html
https://*****/1653.html
https://*****/1879.html
https://*****/2361.html
https://*****/2362.html
5346

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

At "High" threshold this scanner will not alert on client or server error
responses.

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

The page includes mixed content, ie content accessed via http instead of https.

https://*****/1041.html
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js

http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js



URL

Attack

Evidence

URL

Attack

Evidence

URL

Attack

Evidence

URL

Attack

Evidence

URL

Attack

Evidence

URL

Attack

Evidence

URL

Attack

Evidence

URL

Attack

Evidence

https://*****/1688.html
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
https://*****/1687.html
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
https://*****/1686.html
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
https://*****/1685.html
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
https://*****/1684.html
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
https://*****/1683.html
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
https://*****/1682.html
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
https://*****/1681.html
http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js

http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js



URL https://*****/1041.html?start=8

Attack http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
Evidence http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
URL https://*****/1041.html?start=16

Attack http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
Evidence http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
URL https://*****/1072.html

Attack http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
Evidence http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
URL https://*****/1073.html

Attack http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
Evidence http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
URL https://*****/1076.html

Attack http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
Evidence http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
URL https://*****/1039.html

Attack http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
Evidence http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
URL https://*****/1040.html

Attack http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
Evidence http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js

Instances 16
Solution A page that is available over TLS must be comprised completely of content

which is transmitted over TLS.

The page must not contain any content that is transmitted over unencrypted



Other information

Reference

Low (Medium)

Description

URL
URL
URL
URL
URL
Instances

Solution

Other information

HTTP.

This includes content from unrelated third party sites.

tag=script src=http://*****//assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
tag=script src=http://*****//assets/snippets/shopkeeper/lang/russian-UTF8.js

tag=script src=http://*****//assets/snippets/shopkeeper/js/shopkeeper.js

https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/731.html

http://*****/1041.html
http://*****/assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
http://*****/assets/snippets/shopkeeper/lang/russian-UTF8.js

http://*****/assets/snippets/shopkeeper/js/shopkeeper.js

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

The X-XSS-Protection HTTP response header allows the web server to enable
or disable the web browser's XSS protection mechanism. The following values
would attempt to enable it:

X-XSS-Protection: 1; mode=block

X-XSS-Protection: 1; report=http://www.example.com/xss

The following values would disable it:

X-XSS-Protection: 0

The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit).

Note that this alert is only raised if the response body could potentially contain
an XSS payload (with a text-based content type, with a non-zero length).



Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The Anti-MIME-Sniffing header X-Content-Type-Options was not set to

'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/731 html
URL http://*****/1041.html
URL http://*****/assets/snippets/shopkeeper/js/jquery-1.4.2.min.js
URL http://*****/assets/snippets/shopkeeper/lang/russian-UTF8.js
URL http://*****/assets/snippets/shopkeeper/js/shopkeeper.js
Instances 5
Solution Ensure that the application/web server sets the Content-Type header

appropriately, and that it sets the X-Content-Type-Options header to nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

Other information This issue still applies to error type pages (401, 403, 500, etc) as those pages
are often still affected by injection issues, in which case there is still concern
for browsers sniffing pages away from their actual content type.

At "High" threshold this scanner will not alert on client or server error
responses.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful _HTTP_headers



WASC Id 15

Low (Medium) Incomplete or No Cache-control and Pragma HTTP Header Set

Description The cache-control and pragma HTTP header have not been set properly or are
missing allowing the browser and proxies to cache content.

URL https://*****/

Evidence private, must-revalidate
URL https://*****/robots.txt
Evidence private, must-revalidate
URL https://*****/sitemap.xml
Evidence private, must-revalidate
URL https://*****/english.html
Evidence private, must-revalidate
URL https://*****/731 . html
Evidence private, must-revalidate
URL https://*****/40.html
Evidence private, must-revalidate
URL https://*****/about.html
Evidence private, must-revalidate
URL https://*****/help.html
Evidence private, must-revalidate
URL https://*****/19.html
Evidence private, must-revalidate
URL https://*****/21 . html

Evidence private, must-revalidate



URL https://*****/4 html

Evidence private, must-revalidate
URL https://*****/65.html
Evidence private, must-revalidate
URL https://*****/23 html
Evidence private, must-revalidate
URL https://*****/25 html
Evidence private, must-revalidate
URL https://*****/27 html
Evidence private, must-revalidate
URL https://*****/261.html
Evidence private, must-revalidate
URL https://*****/1653.html
Evidence private, must-revalidate
URL https://*****/1879.html
Evidence private, must-revalidate
URL https://*****/2361.html
Evidence private, must-revalidate
URL https://*****/2362.html
Evidence private, must-revalidate
Instances 5338
Solution Whenever possible ensure the cache-control HTTP header is set with no-cache,
no-store, must-revalidate, private; and that the pragma HTTP header is set with
no-cache.

Reference https://www.owasp.org/index.php/Session_Management_Cheat_Sheet#Web_C



CWE Id

Low (Medium)

Description

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

ontent_Caching

525

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page then
the cookie will be accessible and can be transmitted to another site. If this is a
session cookie then session hijacking may be possible.

https://*****/
SN51e915cb255a7=3cc7a5147a6f31ab20d456d587f9d98e; path=/
SN51e915cb255a7=3cc7a5147a6f31ab20d456d587f9d98e; path=/
https://*****/robots.txt
SN51e915cb255a7=2b376¢5ca160d166f29dcb0b94948af5; path=/
SN51e915cb255a7=2b376c5cal160d166f29dcb0b94948af5; path=/
https://*****/
SN51e915cb255a7=a885199dc70bd6e364cbd236a31f432c; path=/
SN51e915cb255a7=a885199dc70bd6e364cbd236a31f432c; path=/
https://*****/sitemap.xml
SN51e915cb255a7=2a1e568225079e997330385f8e4afed0; path=/
SN51e915cb255a7=2a1e568225079e¢997330385f8e4afed0; path=/
https://*****/45 html
SN51e915cb255a7=0b3be04cc764ced78c5de3da348a79a0; path=/
SN51e915cb255a7=0b3be04cc764ced78c5de3da348a79a0; path=/
https://*****/english.html
SN51e915cb255a7=3434665d60c3da5c1da44580515ea92d; path=/
SN51e915cb255a7=3434665d60c3da5c1da44580515ea92d; path=/

https://*****/731.html



Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

SN51e915cb255a7=983cb7cafb8f7b18a24dacdfd6a33630; path=/
SN51e915cb255a7=983cb7cafb8f7b18a24dacdfd6a33630; path=/
https://*****/40.html
SN51e915cb255a7=0434b8cal84ea576e2465aa7cd4d1175; path=/
SN51e915cb255a7=0434b8cal184ea576e2465aa7cd4d1175; path=/
https://*****/about.html
SN51e915cb255a7=ac59314ef2d1dbf57157349dd07d 11ba; path=/
SN51e915cb255a7=ac59314ef2d1dbf57157349dd07d11ba; path=/
https://*****/help.html
SN51e915cb255a7=7f7b84753f121edb4b98042bfcf8536a; path=/
SN51e915cb255a7=7f7b84753f121edb4b98042bfcf8536a; path=/
https://*****/19.html
SN51e915cb255a7=d5e201267fc4d5b3c39e42fd55f178b3; path=/
SN51e915cb255a7=d5e201267fc4d5b3c39e42fd55f178b3; path=/
https://*****/21 . html
SN51e915cb255a7=fbcf4db3151a0f42816f1a049e24a08d; path=/
SN51e915cb255a7=fbcf4db3151a0f42816f1a049e24a08d; path=/
https://*****/4 html
SN51e915cb255a7=7a9e32526c1f0f60209bc6b57c747b03; path=/
SN51e915cb255a7=7a9e32526¢1f0f60209bc6b57¢747b03; path=/
https://*****/65 html
SN51e915cb255a7=e1073116efe059fec762f0d035cbee53; path=/
SN51e915cb255a7=e1073116efe059fec762f0d035cbee53; path=/

https://*****/23 html



Parameter
Evidence
URL
Parameter
Evidence
URL
Parameter
Evidence
URL
Parameter
Evidence
URL
Parameter
Evidence
URL
Parameter
Evidence
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WASC Id

Low (Medium)

Description

SN51e915cb255a7=e323b91c4dfdc779dcc628065e54b049; path=/
SN51e915cb255a7=e323b91c4dfdc779dcc628065e54b049; path=/
https://*****/25 html
SN51e915cb255a7=ca31318923393693480329db38177d13; path=/
SN51e915cb255a7=ca31318923393693480329db38177d13; path=/
https://*****/27 html
SN51e915cb255a7=be595a99a7996b73ef2f7f3050cacc30; path=/
SN51e915cb255a7=be595a99a7996b73ef2f7f3050cacc30; path=/
https://*****/261.html
SN51e915cb255a7=35f26cd4cffa233dc97363884a34b181; path=/
SN51e915cb255a7=35f26cd4cffa233dc97363884a34b181; path=/
https://*****/1653.html
SN51e915cb255a7=c9d388e74085a86d0b3157a1a3355524; path=/
SN51e915cb255a7=c9d388e74085a86d0b3157ala3355524; path=/
https://*****/1879.html
SN51e915cb255a7=b1311c7562150c81c4ebed1d61e11£23; path=/
SN51e915cb255a7=b1311c7562150c81c4ebed1d61e11£23; path=/
7436

Ensure that the HttpOnly flag is set for all cookies.
www.owasp.org/index.php/HttpOnly

13

Cookie set without secure flag

A cookie has been set without the secure flag, which means that the cookie can

be accessed via unencrypted connections.
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Parameter
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URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

https://*****/
SN51e915cb255a7=3cc7a5147a6f31ab20d456d587f9d98e; path=/
SN51e915cb255a7=3cc7a5147a6f31ab20d456d587f9d98e; path=/
https://*****/robots.txt
SN51e915cb255a7=2b376¢5cal160d166f29dcb0b94948af5; path=/
SN51e915cb255a7=2b376c5ca160d166f29dcb0b94948af5; path=/
https://*****/
SN51e915cb255a7=a885199dc70bd6e364cbd236a31f432c; path=/
SN51e915cb255a7=a885199dc70bd6e364cbd236a31f432c; path=/
https://*****/sitemap.xml
SN51e915cb255a7=2a1e568225079e997330385f8e4afed0; path=/
SN51e915cb255a7=2a1e568225079e997330385f8edafed0; path=/
https://*****/45 html
SN51e915cb255a7=0b3be04cc764ced78c5de3da348a79a0; path=/
SN51e915cb255a7=0b3be04cc764ced78c5de3da348a79a0; path=/
https://*****/english.html
SN51e915cb255a7=3434665d60c3da5c1da44580515ea92d; path=/
SN51e915cb255a7=3434665d60c3da5c1da44580515ea92d; path=/
https://*****/731.html
SN51e915cb255a7=983cb7cafb8f7b18a24dacdfd6a33630; path=/
SN51e915cb255a7=983cb7cafb8f7b18a24dacdfd6a33630; path=/
https://*****/40.html
SN51e915cb255a7=0434b8cal84ea576e2465aa7cd4d1175; path=/

SN51e915cb255a7=0434b8cal184ea576e2465aa7cd4d1175; path=/



URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

https://*****/about.html
SN51e915cb255a7=ac59314ef2d1dbf57157349dd07d11ba; path=/
SN51e915cb255a7=ac59314ef2d1dbf57157349dd07d11ba; path=/
https://*****/help.html
SN51e915cb255a7=7f7b84753f121edb4b98042bfcf8536a; path=/
SN51e915cb255a7=7f7b84753f121edb4b98042bfcf8536a; path=/
https://*****/19 . html
SN51e915cb255a7=d5e201267fc4d5b3c39e42fd55f178b3; path=/
SN51e915cb255a7=d5e201267fc4d5b3c39e42fd55f178b3; path=/
https://*****/21 . html
SN51e915cb255a7=fbcf4db3151a0f42816f1a049e24a08d; path=/
SN51e915cb255a7=fbcf4db3151a0f42816f1a049e24a08d; path=/
https://*****/4 html
SN51e915cb255a7=7a9e32526¢1f0f60209bc6b57¢747b03; path=/
SN51e915cb255a7=7a9e32526¢1f0f60209bc6b57¢747b03; path=/
https://*****/65.html
SN51e915cb255a7=e1073116efe059fec762f0d035cbee53; path=/
SN51e915cb255a7=e1073116efe059fec762f0d035cbee53; path=/
https://*****/23 html
SN51e915cb255a7=e323b91c4dfdc779dcc628065e54b049; path=/
SN51e915cb255a7=e323b91c4dfdc779dcc628065e54b049; path=/
https://*****/25 html
SN51e915cb255a7=ca31318923393693480329db38177d13; path=/

SN51e915cb255a7=ca31318923393693480329db38177d13; path=/



URL https://*****/27 html
Parameter SN51e915cb255a7=be595a99a7996b73ef2{7f3050cacc30; path=/
Evidence SN51e915cb255a7=be595a99a7996b73ef2f7f3050cacc30; path=/
URL https://*****/261.html
Parameter SN51e915cb255a7=35f26cd4cffa233dc97363884a34b181; path=/
Evidence SN51e915cb255a7=35f26cd4cffa233dc97363884a34b181; path=/
URL https://*****/1653.html
Parameter SN51e915cb255a7=c9d388e74085a86d0b3157ala3355524; path=/
Evidence SN51e915cb255a7=c9d388e74085a86d0b3157ala3355524; path=/
URL https://*****/1879.html
Parameter SN51e915cb255a7=b1311c7562150c81c4ebed1d61e11{23; path=/
Evidence SN51e915cb255a7=b1311c7562150c81c4ebed1d61e11f23; path=/
Instances 7436
Solution Whenever a cookie contains sensitive information or is a session token, then it
should always be passed using an encrypted tunnel. Ensure that the secure flag
is set for cookies containing such sensitive information.
Reference http://www.owasp.org/index.php/Testing_for_cookies_attributes_(OWASP-
SM-002)
CWE Id 614
WASC Id 13
Low (Medium) Cross-Domain JavaScript Source File Inclusion
Description The page at the following URL includes one or more script files from a third-
party domain
URL https://*****/
Parameter https://w.uptolike.com/widgets/v1/zp.js?pid=1274730

Evidence https://w.uptolike.com/widgets/v1/zp.js?pid=1274730



URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

https://*****/robots.txt

/lyandex.st/share/share.js

/lyandex.st/share/share.js

https://*****/robots.txt
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://*****/sitemap.xml

//lyandex.st/share/share.js

/lyandex.st/share/share.js

https://*****/sitemap.xml
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://*****/english.html

//lyandex.st/share/share.js

/lyandex.st/share/share.js

https://*****/english.html
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://*****/731.html
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://*****/40.html

/lyandex.st/share/share.js

//lyandex.st/share/share.js



URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

URL

Parameter

Evidence

https://*****/40.html
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://*****/about.html

/lyandex.st/share/share.js

/lyandex.st/share/share.js

https://*****/about.html
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://*****/help.html

/lyandex.st/share/share.js

/lyandex.st/share/share.js

https://*****/help.html
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://*****/19.html

/lyandex.st/share/share.js

/lyandex.st/share/share.js

https://*****/19.html
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
https://*****/21 . html

/lyandex.st/share/share.js

//lyandex.st/share/share.js



URL https://*****/21 html

Parameter https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
Evidence https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
URL https://*****/4 html

Parameter /lyandex.st/share/share.js

/lyandex.st/share/share.js

Evidence
URL https://*****/4 html
Parameter https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
Evidence https://w.uptolike.com/widgets/v1/zp.js?pid=1274730
Instances 7293
Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application
Reference
Low (Medium) Web Browser XSS Protection Not Enabled
Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
URL https://*****/
URL https://*****/robots.txt
URL https://*****/sitemap.xml
URL https://*****/english.html
URL https://*****/731.html
URL https://*****/40.html
URL https://*****/about.html
URL https://*****/help.html

URL https://*****/19 . html



URL

URL

URL

URL

URL

URL

URL

URL

URL

URL

URL

Instances

Solution

Other information

Reference

https://*****/21 html
https://*****/4 html
https://*****/65.html
https://*****/23 html
https://*****/25 html
https://*****/27 html
https://*****/261.html
https://*****/1653.html
https://*****/1879.html
https://*****/2361.html
https://*****/2362.html
5346

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

The X-XSS-Protection HTTP response header allows the web server to enable
or disable the web browser's XSS protection mechanism. The following values
would attempt to enable it:

X-XSS-Protection: 1; mode=block

X-XSS-Protection: 1; report=http://www.example.com/xss

The following values would disable it:

X-XSS-Protection: 0

The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit).

Note that this alert is only raised if the response body could potentially contain
an XSS payload (with a text-based content type, with a non-zero length).

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet



CWE Id
WASC Id

Low (Medium)

Description

URL
URL
URL
URL
URL
URL
URL
URL
URL
URL
URL
URL
URL
URL
URL
URL

URL

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
933
14

X-Content-Type-Options Header Missing
The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared

content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

https://****%/
https://*****/robots.txt
https://*****/sitemap.xml
https://*****/english.html
https://*****/731 html
https://*****/40.html
https://*****/about.html
https://*****/help.html
https://*****/19.html
https://*****/21 . html
https://*****/4 html
https://*****/65 html
https://*****/23 html
https://*****/25 html
https://*****/27 html
https://*****/261.html

https://*****/1653.html



URL

URL

URL
Instances

Solution

Other information

Reference

WASC Id

Low (Medium)
Description

URL
Attack
Evidence
URL
Attack
Evidence
URL

Attack

https://*****/1879.html
https://*****/2361.html
https://*****/2362 html
5346

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

This issue still applies to error type pages (401, 403, 500, etc) as those pages
are often still affected by injection issues, in which case there is still concern
for browsers sniffing pages away from their actual content type.

At "High" threshold this scanner will not alert on client or server error
responses.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Secure page includes mixed content
The page includes mixed content, ie content accessed via http instead of https.

https://*****/37 html
http://wikimapia.org/#lat=53.1941751&
http://wikimapia.org/#lat=53.1941751&
https://*****/234 html
http://timepad.ru/event/register/1148
http://timepad.ru/event/register/1148
https://*****/184. html

http://timepad.ru/event/register/1073



Evidence
URL
Attack
Evidence
Instances

Solution

Other information

Reference

Low (Medium)
Description

URL
Attack
Evidence
Instances

Solution

Other information

Reference

CWE Id

http://timepad.ru/event/register/1073
https://*****/448 html
http://timepad.ru/event/register/1885
http://timepad.ru/event/register/1885
4

A page that is available over TLS must be comprised completely of content
which is transmitted over TLS.

The page must not contain any content that is transmitted over unencrypted
HTTP.

This includes content from unrelated third party sites.

tag=iframe
src=http://wikimapia.org/#lat=53.1941751&lon=45.0223589&z=17&I|=1&ifr=
1&m=b

https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
Private IP Disclosure
A private IP such as 10.x.x.x, 172.x.x.x, 192.168.x.x has been found in the

HTTP response body. This information might be helpful for further attacks
targeting internal systems.

https://*****/1983.html
10-03-15-08

10-03-15-08

Remove the private IP address from the HTTP response body. For comments,
use JSP/ASP comment instead of HTML/JavaScript comment which can be
seen by client browsers.

10-03-15-08

https://tools.ietf.org/html/rfc1918

200



5.MpoBepka CTOMKOCTU NaponbHOW (hppasbl yCTONUUBOCTD K
bruteforce atakam

dopma aBTOpHU3alMM B aIMUHUCTPATHBHBIN uHTepdeiic(https://*****/manager/) Gbisia MpoBepeHa MeTOZ,0M
bruteforce no cioBapto u3 500 nomy/IsspHBIX MaposbHBIX (ppa3(yioruH: admin) Mo pe3ysbTaTaM MPOBEPKU
nozi06path NnaponeHyto (pasy He nosmyunnocs. Kpome Toro Ha caiite HaCTpOeHb! U YCIIeIIHO paboTaroT
MeXaHH3MBbI 3aLUThI OT TIOJ00HOTO THIIA aTak Ha ypoBHe CMS, UTO 3HAUUTE/TEHO YC/IOXKHSIET MOA0OHBIN THTT
aTaku.



5.PekomeHpgauuu

st o6ecrieuenust 6e3omacHocTH TpebyeTtcst o6HoB/eHHe CMS, a Tak >ke MOAY/Iel 1 MJIarvHOB [0 TIOC/IeHUX
CTaOM/IbHBIX BEPCH, a a TaK >Ke YCTpaHeHHe ysS3BUMOCTel MpUBe/IeHHBIX B JaHHOM oTueTe. CTOUT OTMETHUTh,
Ha caiite ucrnonb3yercsi SSL mmdpoBanye, yTo obecrieurBaeT JOMOTHUTE/TLHYIO 3aLUTy U YCTOMUMBOCTD K
aTrakam I10 repexBary JaHHbIX.



NMpunoxeHue 1

OHPE,Z[EJ'IEHI/IH HCII0/Ib30BdHHbBIE B OTUETEe:

Web-shell - 3To HeKuii BpeZJOHOCHBIY CKPUIIT (TIporpaMma), KOTOPbIN 3/10yMBIIILJIEHHUKH UCTIO/b3YIOT AJIs1
yIpaB/IeHUs Uy)KMMU CaliTaMU U CEPBEpaMU: BBITIOJTHEHUSI KOMaH/, TepMUHaJIa, rmepebopa rnaposiei, JoCTymna
K (balinoBoii cucteme U T.M. [Ijisi pa3MeliieHUsi CKPUIITA Yallje BCero UCIOJb3yIOTCs YS3BUMOCTH B KOZie caiiTa
WY TI0A00p MapoJIe.

ClickJacking - 3To MexaHu3M 0OMaHa I10/Tb30BaTe/ielt HHTePHeTa, TTPU KOTOPOM 3/I0YMbILIIIEHHUK MOYKeT
TMOJTYUUTh AOCTYII K KOHGUAEeHIIMaIbHOU HHGOPMAaI[UU WIH IaXKe TOYYUTh JOCTYT K KOMITbIOTEpY
T0/1b30BaTe/Isl, 3aMaHuB ero Ha BHelllHe 6e300U/[HYI0 CTPaHUIlY WM BHEJPUB BPEeJOHOCHBIH KOJ| Ha
6e3oracHyto0 cTpaHully. [IpUHIIUIT OCHOBAH Ha TOM, UTO TIOBePX BUAWMOM CTpaHUIIbl PACIio/iaraeTcst
HEBUJUMBIN CJI0H, B KOTOPBIN U 3arpy’KaeTcsi Hy>KHasl 3/I0YMBIIIIEHHHUKY CTPaHUI[a, TIPH 3TOM 3/IEMeHT
yrpa/ieHus (KHOTKA, CChIIKA), HeOOXOAUMBIH /151 OCYII[eCTB/IeHUsS TpebyeMoro 1eHCTBYsI, COBMEIIIaeTCs C
BU/JUMOM CCHITKOM W/TM KHOTIKOM, Ha)kaTHe Ha KOTOPYIO O)KH/IAeTCs OT T0JIb30BaTe/isl. BO3MOKHBI pa3nuyHbIe
TpUMeHeHHsl TeXHOJIOTUW — OT TIOATMCKHY Ha pecypc B COL[MAIbHON CeTH 10 KpaXkKu KOHGUeHIIMaTbHOM
vH(bOpMaI[UU U COBEePILIeHUS TIOKYTIOK B UHTepHeT-MarasuHax 3a Uy»Kou CUéT.

Hijacking - pa3HoBugHocTb MITM-ataku TIpM KOTOpPOM 3/7I0YMBILUIEHHUK CMOCOOEH MPOCMAaTpUBATh
MIPOCMaTpHUBAaTh IMaKeThbl 110/1b30BaTe/ell U MoChulaTh CBOM COOCTBEHHbIE TaKeThl B CeTh. ATaka UCIIOIb3yeT
0COOEHHOCTH YyCTaHOB/IEHUsI coefuHeHUsi B TipoTokosie TCP, W MO)eT OCyL[eCTBISTHCS KaK BO BpeMsi
«TPOMHOI'0 PYKOIIOXKaTHs», TaK U MPU yCTaHOBJIEHHOM COeJUHeHUU

Bruteforce - Tak Ha3bIBaeMble aTaKy MeTOZIOM '"Tpy0oii cusbl". Kak mpaBuiio, 1osb30Baresiv PUMEHSTIOT
ripocretive rnaponu, Harpumep "123", "admin" u T.A. DTUM U TIOB3YIOTCS KOMIIbIOTEPHBIE
3/I0yMBILIEHHUKH, KOTOPBIe TTPY TIOMOILY CIelMaIbHBIX TPOSTHCKUX TIPOTPaMM BBIUMCISIOT He0OX0UMBbIiA
151 IPOHUKHOBEHUS B CETh Mapo/ib METOJ0M ToA00pa - Ha OCHOBAaHUU 3a/I0)KEHHOTO B 3Ty TIPOrPaMMy
CJ1I0Baps MapoJiel Uiv reHepupys ciydaiiHble 0C/ae0BaTe/IbHOCTH CMBOJIOB.
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